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Company Risk Profile Map - All Risks Levels
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No regularly maintained detailed risk register
for business systems

Physical damage

Physical unauthorised access

Cyber attack on business - phishing

Insider attack on business systems

Cyber attack on business - Data exfiltration

Cyber attack on business - (Distributed) Denial
of Service

Cyber Attack on the business - destructive virus

Cyber Attack on the business - encryptionware /
ransomware

Cyber Attack on business - inadequate PR
Response

Internet connectivity failure

Skills shortage

Customer interface does not support customer
needs

IT Systems speed of recovery (Recovery Point
Objective)

IT Systems speed of recovery (Recovery Time
Objective)

Challenges of security vs functionality, e.g.
remote working

Regularity and maximum age of data backup
may be insufficient for business needs

Inability to process Subject Access Requests
through lack of resource and ill defined data…

Inadequate processing power for increased
data.

Supply chain - availability of skilled resource to
deliver requirements in appropriate timetable

Obsolescence

Is the replacement strategy appropriate?

Change in future required skills

Failure to accurately deliver a shared service to
group companies could contravene…

Business Systems Risk Profile Map

Gross Risk Residual Risk Aspirational Risk
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Not enough customers apply for water meters
within this AMP which means our commitment

of 32,000 is not met and PCC is not reduced

Customers do not report visible leaks to us so
leaks are not identified as quickly and more

water is wasted

Customers do not repair leaks on their own
pipework - wastage, high consumption and

potential bill payment issues

Customers use more water and PCC increases
due to external elements like new technologies

that use more e.g. rainfall showers.

Customers do not use less water when it is
critical to do so e.g. during drought

Customers do not make use of online
information such as water quality factsheets

and instead choose to contact us instead which
increases call demand

Landowners do not take our advice around the
use of pesticides which impacts on the water

quality of our catchment areas

Illegal use of our water through hydrants and
washouts which can result in water quality

issues, unwanted contacts from customers and
unmetered usage

Customers and future generations do not
understand the part they can play in the

sustainability of water, both now and in the
future, and therefore do not value water and

therefore behave accordingly

We do not understand our customers well
enough to engage with them in the way that
will have the greatest effect which results in

negative consequences like increased call
volume, reputation damage, no reduction in

usage, fines etc

Lead and other customer pipework-related
water quality incidents and failures. Currently

can also count towards two performance
commitments - quality and contacts

Retailers do not encourage businesses to be
water efficient as lower consumption could lead

to lower revenue

Customer Participation - Risk Profile Map

Gross Risk Residual Risk Aspirational Risk



5

0

2

4

6

8

10

12

14

16

18

20

Lack of strategy resulting in inefficiency due to
poorly identified roles, responsibilities and

strategic objectives
Non-compliance with regulatory requirements

leading to prosecution, financial or reputational
damage

Key suppliers not aligned to our vision, values
and aims (and poor response to industry issues)

resulting in inability to deliver strategic
objectives and outcomes

Business critical suppliers Failure of business
critial suppliers to provide required works,

services and supplies

Business critical suppliers Failure of business
critial suppliers to comply with regulatory
requirements causing physical, financial or

reputational damage

Lack of purchasing power resulting in higher
commodity prices and lack of innovation

Single point of failure

Poor supplier performance due to insufficient
procurement, commercial and contract

management knowledge and skills
5 year profile of work leads to poor sight of

workload

Brexit - changing regulatory requirements and
price increases

Inconsistent terms and conditions resulting in
liability etc. issues

Bespoke specifications resulting in inefficiency

Negative impact on customers and other
stakeholders  - caused by supplier

Negative impact on environment - caused by
supplier

Access to office and operational sites causing
security or operational issues

Operational issues due to insufficient provision
of asset information i.e. operational manuals,

drawings, health and safety data etc.

Supply Chain - Risk Profile Map
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Companywide event/incident

Critical skills shortage in labour market

Ethics and behaviour - breach of
confidentiality/personnel security/compliance

Lack of HR data leaving us unable to understand
workforce trends in the business (what gets

measured gets managed)

Small business/number of critical roles and
shortage of those that can cover

Ageing workforce

Reduced employee engagement (perceived
increases in workload, resource limitations,
concerns around job security with efficiency

drive, gender pay stats etc)

People - Risk Profile Map

Gross Risk Residual Risk Aspirational Risk
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Single point of failure on assets - Failure of
treatment works

Single point of failure on assets - Failure of
pumping station

Single point of failure on assets - Failure of
reservoir

Power loss

Loss of WTWs inc recovery time

Loss  of abstraction – inc resilience of Boreholes 
and issues with single l icences. Abstraction 

reform.

Loss of abstraction - contamination of
boreholes

Site security

Increased demand

Shock Events – flooding

Shock Events – temperatureClimate change

Access to sites

Running to waste – environmental impact

Inadequate storage/pumping

Oil and gas exploration

Poor raw water source quality - specifically
cryptospiridium

Failure of historic control systems

Systems knowledge loss

Technician knowledge and skills loss

H&S of personnel working on Production
Assets.

Physical Assets (Production) - Risk Profile Map

Gross Risk Residual Risk Aspirational Risk
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Widespread WQ event - i.e. e-coli

Widespread no water event - strategic asset
failure

Water Quality - Discolouration

Strategic asset failure - Flooding of properties

Strategic asset failure - Flooding of key
infrastructure rail and road

Strategic asset failure - Resulting of a major
pollution incident. Consider chemical and fuel

spills.

Failure of a 3rd party bulk supply

PRV assetsTechnician knowledge and skills loss

Water Resource Resilience & Efficiency

Impact Harsh Winter with a deep permafrost
and lying snow

Regulation discouraging use of Diesel Fleet

Power Loss/Cost

H&S of personnel working on Network Assets.

Risk of unauthorised access to  Network Assets
including the Control Room (Terrorism)

Physical Assets (Networks) - Risk Profile Map

Gross Risk Residual Risk Aspirational Risk
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Risk of asset failure resulting in Redhill being in
part or fully unoccupied

Loss of electricity at Redhill

Strategic asset failure - Resulting of a major
pollution incident. Consider chemical and fuel

spills.

H&S of personnel working on or in Redhill
(workplace safety).

Risk of unauthorised access to  Redhill.

Loss of key asset information, company data
located at Godstone

Health and Safety risk associated with Godstone
storage facility

Facilities Management - Risk Profile Map

Gross Risk Residual Risk Aspirational Risk
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Insufficient liquidity in market

Interest rates too expensive

Inflation impact on Bond indexation

Efficiency challenges not met (capex or opex)

Cost shocks (eg - power prices)

Income shortfalls

Cash collection rates insufficient

Bond covenant breached

Inadequate debt funding allowance in PR19 -
Approach 1

Inadequate debt funding allowance in PR19 -
Approach 2

Inadequate equity funding allowance in PR19

Prospective Bond covenant breach before PR19

Prospective Bond covenant breach during PR19
period

Credit rating downgrade to BBB/Baa

Bond Redemption Sinking Fund requirement

Difficulty securing new facilities required to
replace and augment current RBS term loan and

RCF

Difficulty in replacing current Index-Linked Bond

Returns insufficient for shareholder investment

Financial - Risk Profile Map

Gross Risk Residual Risk Aspirational Risk


